Notice of Privacy Practices

Georgia Department of Human Services
Date: December 01, 2023

THIS NOTICE DESCRIBES HOW HEALTH (MEDICAL) AND PERSONAL INFORMATION
ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO
THIS INFORMATION.

PLEASE REVIEW THIS NOTICE CAREFULLY.

The Department of Human Services (DHS) is an agency of the Executive Branch of Georgia
government charged with the administration of numerous federal programs responsible for the
storage, use and maintenance of medical and other confidential information. Federal and state laws
establish strict requirements for these programs regarding the use and disclosure of confidential and
protected information. DHS is required to comply with those laws as noted throughout this notice.

Protecting your privacy is very important to us. This Notice of Privacy Practices tells you our obligations,
what information we collect, how the Department may use and disclose your information, and your rights.

OBLIGATIONS OF THE DEPARTMENT OF HUMAN SERVICES:
DHS is required by law to:

® Maintain the privacy of all your personal information;

® Give you this notice of our legal duties and privacy practices regarding health
information about you; and

® Follow the terms of our notice currently in effect.

INFORMATION WE COLLECT:

We collect information necessary to verify identity, citizenship status, residency, income, and
incarceration status. This information includes but is not limited to:

* Demographic data such as name, address, telephone number, email, and age;
¢ Income data such as tax filing status, marriage status, tax dependents, employer, and income;

¢ (Citizenship and immigration data such as social security number, resident alien number, and
incarceration status; and

* Medical information such as disabilities, any health insurance coverage, and other information
necessary to facilitate your application for benefits/services.

HOW DHS MAY USE AND DISCLOSE PERSONALLY IDENTIFIABLE INFORMATION:

Personally Identifiable Information (PII) is collected, used, maintained, and shared by DHS. We collect
PII during your application for benefits and/or services. The information provided is verified and
confirmed through various sources. The following describes some ways DHS may use and disclose
personally identifiable information that identifies you:



* For eligibility determination; and
® For enrollment in DHS programs;

The PII provided to DHS by clients is purposely used to determine eligibility, approve, deny, or renew
public assistance benefits. The data is maintained for the purpose of renewing benefits by verifying the
eligibility, support agency denial, and approval on renewal decisions. The data is shared to effectuate the
purpose of the programs. We will not create, collect, use or disclose PII for any purposes that are not
authorized by law.

HOW DHS MAY USE AND DISCLOSE HEALTH INFORMATION:

The following describes some ways DHS may use and disclose protected health information that
identifies you (‘“Health Information”):

As Required by Law. DHS will disclose Health Information when required to do so by federal, state or
local law.

For Treatment. DHS may use and disclose Health Information for your treatment and to provide you
with treatment-related health care services. For example, DHS may disclose Health Information to
doctors, nurses, technicians, or other personnel who are involved in your medical care and need the
information to provide you with medical care.

For Payment. DHS may use and disclose Health Information so that DHS or others may bill and receive
payment related to your care, an insurance company, or a third party for the treatment and services you
received. For example, DHS may provide your health plan information so that treatment may be paid for.

Individuals Involved in Your Care or Payment for Your Care. When appropriate, DHS may share
Health Information with a person who is involved in your medical care or payment for your care, such as
your family or a close friend. DHS also may disclose such information to an entity assisting in a disaster
relief effort.

Research. Under certain circumstances, DHS may use and disclose Health Information for research.
Before DHS uses or discloses Health Information for research, the project will go through a special
approval process. Even without special approval, DHS may permit researchers to look at records to help
them identify patients who may be included in their research project or for other similar purposes, as long
as they do not remove or take a copy of any Health Information.

Business Associates. DHS may disclose Health Information to our business associates that perform
functions on our behalf or provide us with services if the information is necessary for such functions or
services. For example, DHS may utilize the services of a separate entity to perform information
technology services. All DHS business associates are obligated to protect the privacy of your information
and are not allowed to use or disclose any information other than as specified in our contract.

Inmates or Individuals in Custody. If you are an inmate of a correctional institution or under the custody
of a law enforcement official, DHS may release Health Information to the correctional institution or law
enforcement official. This release would be if necessary: (1) for the institution to provide you with health
care; (2) to protect your health and safety or the health and safety of others; or (3) the safety and security
of the correctional institution.



USES AND DISCLOSURES THAT REQUIRE DHS TO PROVIDE YOU AN OPPORTUNITY TO
OBJECT AND OPT OUT:

Individuals Involved in Your Care or Payment for Your Care. Unless you object, DHS may disclose to
a member of your family, a relative, a close friend or any other person you identify, your Health
Information that directly relates to that person’s involvement in your health care. If you are unable to
agree or object to such a disclosure, DHS may disclose such information as necessary if it is determined
that it is in your best interest based on the professional judgment of DHS.

YOUR WRITTEN AUTHORIZATION IS REQUIRED FOR OTHER USES AND DISCLOSURES:

The following uses and disclosures of your Health Information will be made only with your written
authorization:

1. Uses and disclosures of Health Information for marketing purposes; and
2. Disclosures that constitute a sale of your Health Information.

Your written permission is necessary before your health records are shared for any other reason not
authorized by law. If you do provide DHS with a written authorization, you may revoke it at any time by
submitting a written revocation to the Privacy Officer at the contact information below. Upon receipt,
DHS will no longer disclose Health Information under the authorization. However, disclosures made in
reliance upon your authorization before you revoked it will not be affected by the revocation.

YOUR RIGHTS:
You have the following rights regarding information DHS has about you:

Right to Inspect and Copy. Y ou have a right to inspect and copy Health Information that may be used to
make decisions about your care or payment for your care. This includes medical and billing records, other
than psychotherapy notes. To inspect and copy this Health Information, you must make your request, in
writing. DHS has up to 30 days to make your Health Information available to you and DHS may charge
you a reasonable fee for the costs of copying, mailing or other supplies associated with your request. DHS
may not charge you a fee if you need the information for a claim for benefits under the Social Security
Act or any other state or federal needs-based benefit program. DHS may deny your request in certain
limited circumstances. If DHS does deny your request, you have the right to have the denial reviewed by
a licensed healthcare professional who was not directly involved in the denial of your request, and DHS
will comply with the outcome of the review.

Right to an Electronic Copy of Electronic Medical Records. 1f your Health Information is maintained
in an electronic format (known as an electronic medical record or an electronic health record), you have
the right to request that an electronic copy of your record be given to you or transmitted to another
individual or entity. DHS will make every effort to provide access to your Health Information in the
form or format you request if it is readily producible in such form or format. If the Health Information is
not readily producible in the form or format you request, your record will be provided in our standard
electronic format. If you do not want this form or format, a readable hard copy form will be provided.
DHS may charge you a reasonable, cost-based fee for the labor associated with transmitting the
electronic medical record.



Right to Get Notice of a Breach. You have the right to be notified upon a breach of any of your
unsecured Protected Health Information (PHI) and PII.

Right to Amend. If you feel that DHS has incorrect or incomplete information about you, you may
request DHS to amend the information. You have the right to request an amendment for as long as the
information is kept by or for our office. To make changes, you can go through your user portal, contact
customer service for the program to which you are applying, contact your case manager, or make your
request, in writing, to the below referenced Privacy Officer. We encourage you to review your
information on a regular basis to make sure it is correct.

Right to an Accounting of Disclosures. You have the right to request a list of certain disclosures DHS
made of Health Information for purposes other than treatment, payment and health care operations or for
which you provided written authorization. To request an accounting of disclosures, you must make your
request, in writing, to the Privacy Officer.

Right to Request Restrictions. You have the right to request a restriction or limitation on the Health
Information DHS uses or disclosed for treatment, payment, or health care operations. You also have the
right to request a limit on the Health Information DHS discloses to someone involved in your care or the
payment for your care, like a family member or friend. For example, you could ask that DHS not share
information about a particular diagnosis or treatment with your spouse. To request a restriction, you
must make your request, in writing. DHS is not required to agree to your request unless you are
requesting DHS restrict the use and disclosure of your Health Information to a health plan for payment
or health care operation purposes and such information you wish to restrict pertains solely to a health
care item or service for which you have paid “out-of-pocket” in full. If DHS agrees, we will comply
with your request unless the information is needed to provide you with emergency treatment.

Right to Request Confidential Communications. You have the right to request that DHS communicate
with you about medical matters in a certain way or at a certain location. For example, you can ask that
DHS only contact you by mail or at work. To request confidential communications, you must make your
request, in writing. Your request must specify how or where you wish to be contacted. DHS will
accommodate reasonable requests.

Right to a Paper Copy of This Notice. You have the right to a paper copy of this notice. You may request
a copy of this notice at any time. Even if you have agreed to receive this notice electronically, you are still
entitled to a paper copy of this notice. To obtain a paper copy of this notice, please contact the Privacy

Officer. You may also obtain a copy from the DHS website, on the Office of General Counsel homepage:

https://dhs.georgia.gov/organization/about/division-offices/office-general-counsel

PROTECTIONS:

DHS is committed to protecting your personal information. PII and PHI is protected with reasonable
operational, administrative, technical, and physical safeguards to ensure its confidentiality, integrity, and
availability and to prevent unauthorized access, use, and/or disclosure of protected information. We do
not sell any information given to us. We strictly adhere to a range of federal and state privacy and
information security related standards designed to keep your information secure.


https://dhs.georgia.gov/organization/about/division-offices/office-general-counsel

CHANGES TO THIS NOTICE:

DHS reserves the right to change this notice at any time. The new notice applies to information already
obtained as well as any information received in the future. DHS will post a copy of the current notice at
our office and on the website at https://dhs.georgia.gov/organization/about/division-offices/office-
general-counsel. The notice will contain the effective date on the first page, in the top right-hand corner.

COMPLAINTS:

If you have any questions about this notice, please contact:

Georgia Department of Human Services
Privacy Officer

47 Trinity Avenue SW,

Atlanta, GA 30334
HIPAADHS@dhs.ga.gov

(404) 463-0590

If you believe your privacy rights have been violated, you may file a complaint in writing by contacting
the above-referenced Privacy Officer. Please include your name, phone number, case number and a
description of the complaint. You will not be penalized for filing a complaint.

You may also file with the U.S. Department of Health and Human Services, Office for Civil Rights
(OCR). For more information on HIPAA privacy requirements, HIPAA electronic transactions, and code
sets regulations and the proposed HIPAA security rules, please visit U.S. Department of Health and
Human Services web site at: https://www.hhs.gov/hipaa/index.html.

If you have questions about your health or your health care services, you should contact your
health care provider (physician, pharmacy, hospital and/or other medical provider).

CONSENT:

By submitting your personal information to us, you agree that we may collect, use, and disclose any such
information as permitted or required by law.


https://www.hhs.gov/hipaa/index.html
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